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Learning Aim D Protecting data and information

Answers

Task 1
(a)	List, with an example of each, ways in which the integrity of data may be compromised.
· Program error, e.g. which changes data incorrectly
· Accidentally deleting a file
· Dishonest employee who deliberately alters facts or figures
· Errors in backup procedure resulting in backups not being correctly carried out, or older version of file being used instead of current version
· Data not being validated/verified on entry resulting in input being incorrect
· (This question is not looking for answers to do with accidental damage, viruses, other types of malware, which would come under the heading of security)
(b)	Look up the following website and make a list of the seven greatest causes of 
data loss:
http://www.databackuponlinestorage.com/7_Causes_of_Data_Loss 
What is the greatest cause of data loss?
How many of the events described have happened to you? 
This site lists the following causes of data loss:
1. Deleting files accidentally
2. Viruses and damaging malware
3. Mechanical damage to hard drive
4. Power failures
5. Theft of computer
6. Spilling coffee 
7. Fire, accidents and explosions

Task 2
The following are five types of malware:
· Virus
· Worm
· Trojan horse
· Ransomware
· Spyware

Choose two of these types of malware, research them and then describe below how 
they work.
Virus – malicious code is attached to or embedded in a program or file. When the file is opened or the program run, the malicious code is also executed. The virus can cause damage to the computer system and replicate to other computer systems.
Worm – a worm will use security holes in operating systems or software to gain access to a system. Having gained access, it will then be able to replicate to other computer systems. The worm is likely to slow down the computer especially if it is involved in a botnet or denial of service attack.
Trojan horse – a Trojan will consist of a program that someone wants (such as cracked software) that also has malicious code inside it. When the program is installed or run, the malicious code will also run. Advertising pop-ups may now appear, the system may not perform correctly, and files may be altered or deleted.
Ransomware – This software will first encrypt a user’s hard disk. It will then request payment (usually in bitcoin) from the user in order to decrypt the drive. The encryption is usually so strong that there is no other way for the users to get access to their data without paying. If backups exist, the data can be restored to a point before the ransomware infected the system.
Spyware – This type of software is often delivered by a Trojan. The software may contain a key logger which logs key presses. It may also take screenshots of the system or other data stored on the system. The information gathered can be sent to a remote computer.

Task 3

The term hacker can refer to black hat, grey hat and white hat hackers.
(a)	Which of these is usually referred to in news reports of company systems being compromised or misused?
Black hat (hacker)
(b)	What is another name, more commonly used by the media, for a white hat hacker?
Computer security expert / consultant / penetration tester
(c)	Research a famous computer hacker and note the following:
· What was their name or groups name?
· When did they operate?
· What attacks or misuse were they responsible for?
· [bookmark: _GoBack]What was their motivation?

Task 4
Look at the following four emails.
(a)	Which of them are genuine? 
Only the first of the emails is genuine.
(b)	How can you tell? 
See each of the emails below that are not genuine.
(c)	What will you do in each case? 
You should report each of the others as a “phishing scam” and then delete it.
 


[bookmark: _Hlk515013817]Email 1
[image: C:\Users\Pat\AppData\Roaming\PixelMetrics\CaptureWiz\Temp\7.jpg]This email is genuine

Email 2
[image: C:\Users\Pat\AppData\Roaming\PixelMetrics\CaptureWiz\Temp\4.jpg]This one looks genuine at a casual glance, but nothing is personalised, it comes from an odd-looking email address and it asks the recipient to click on a link. It is a phishing scam.
Email 3
Students should ask themselves, “Have I even ordered from Apple Store lately?”. The email includes spelling mistakes (Reicept), it comes from a phoney business address, it is not personalised, and it is inviting you to open the attachment. 

[image: C:\Users\Rob\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Apple phishing.jpg]

Email 4
This email has a spelling mistake …”definietely” near the end – a frequent sign of a phishing email.
The sender’s email does not look like a genuine company email.
The email is not personalised.
[image: C:\Users\Pat\AppData\Roaming\PixelMetrics\CaptureWiz\Temp\9.jpg]	There is a suggestion that something bad might happen if you don’t follow the instructions.
Task 5
List the ways you can reduce the risk of being a victim of phishing. 
Tip: Look at the webpage http://www.banksafeonline.org.uk/node/9  
This site gives the following advice:
Be wary of emails that:
· Are unsolicited and supposedly come from a reputable organisation, such as a bank or credit card company. 
· Do not use your proper name, but instead have a vague greeting such as “Dear customer” or “Dear Sir/Madam”. 
· Request your personal information such as username, password or bank details. 
· Have addresses which do not match the actual website of the organisation. 

Remember:
· Do not open or forward emails which you suspect might be spam. 
· Never visit a website from a link in an email and then enter your personal details, as the email could be from a fraudulent source. 
· Be cautious about any unexpected changes to your bank’s website which involve you being asked for more information than you normally provide. 
· Check the website address - the login page on your bank’s website address should start with “https”. 

There are many other sites giving information on this topic. Look up “Threats to data security”.
5

image1.jpg
Reply E2Reply All € Forwerd
Santander <santander@senviceyoursantander.co.uk> os/oerzots
Mrs Smith, a reminder to help keep yourself safe from fraud

@ 1 threare probems with how this message s csplayed,cick hretoview it in  web browser .

L T
Important security

information
L -

Mrs Smith

We take your security very seriously. We want to give you some important information to
elp you protect yourself against fraud and scams.

‘Scams can be extremely sophisticated. Fraudsters can be persuasive, using a variety of
techniques to tick peaple i 1o giving out their personal and securiy information. They often
contact people unexpectedly - his can be by email, phone call or even fext messages -
pretending to b ffom a genuine and trusted organisafion and persuade them to take urgent
action.

Top tips to protect yourself against fraud and scams.

' Never share a Santander One Time Passcode (OTP) with another person. Not
even a Santander employe.

/' Never download software or et anyone log on to your computer or other devices.
remotely following or during a cold cal.

' Never enter your Online Banking detals afer cicking on a fink in an email ortext
message.

' Never transfer or withdraw money out of your account f youre instuced fo do so
for security reasons, or by any cold caller

' Never send money to new or amended account details without first verifying the
request directy with the person or company making the change, preferably using
exdsting contact detais

Important note:
1fyou do give out your personal and security details or information, you provide
fraudster with everything they need to take money from your account and we may not
be able to recover this for you. Taking care of your personal detais and information s
also included i the Terms and Condifins of your account
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Security Update

Please note that starting from April 18, 2018 we will be introducing new online
banking authentication procedures in order to protect the information of our
online banking users.

This is the security information that will be added to your account.

« Two-factor authentication
+ Security Question

You are required to confirm your personal details with us as you will not be able
access our online service untill this has been done. As you're already registered
for online banking all you need to do is to confirm your online banking defails

hitps /santander.co.ukUpdateSecurity?Token=82N1119923020LWP

Once you've completed this process you will be able to have full access to our
online banking service. Your new updated security information will be added to
your account within 2 weeks of your account being verified

8 Keeping your

details safe
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Helping you to stay safe
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P PayPal
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Log in to your PayPal account as soon as possible

Hi

We're concerned that someone is u
your PayPal account to confirm your identity. Your quick response will help restore your PayPal
account.

To help protect your PayPal account, no one can send money or withdraw money. In addition, no one
an add money to your account, close your account, send refunds, remove any bank accounts, or
remove credit cards,

 your PayPal account without your knowledge. Please login to

What's going on?

Your credit or debit card issuer has told us that someone use your card without your permission. We
make sure that you authorised any recent PayPal payments. We may limit your account as a security
measure to protect your account and keep PayPal safe. The process i similar to passing through a
security checkpoint and being asked to show identification. When we limit an account we're often
simply asking the account holder to supply information to verify their identity, financial information or
the merchandise they re selling.

What to do

Log in to your PayPal account as soon as possible. We may ask you to confirm information you provided when you
created your PayPal account to make sure you're the account holder.
An account may be limited for a variety of reasons. Possible reasons could include:

+ Possible unauthorised account access

* Unresolved buyer disputes or credit card chargebacks

+ Violations of our User Agreement or Acceptable Use Policy

What's next?

Lets work together to restore your PayPal account. After you complete all of the tasks, we will
definietely respond within 72 hours.

Thank you for choosing PayPal. If you need help or have any questions, call us at 0844 384 1333.
Yours sincerely,

PayPal
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